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Privacy Policy

1. Purpose and scope
Your Health Clinics (YHC) is committed to protecting the privacy, confidentiality and security
of personal information and health information.

This Privacy Policy explains how YHC collects, holds, uses and discloses personal
information, how patients may access or correct their information, and how privacy concerns
or complaints may be raised.

YHC handles personal information in accordance with the Privacy Act 1988 (Cth), the
Australian Privacy Principles (APPs), the My Health Records Act 2012 (Cth) and Healthcare
Identifiers Act 2010 (Cth) where applicable, and other legal and professional obligations
relevant to healthcare services in South Australia.

This Policy applies to personal information handled by YHC in connection with its clinics,
healthcare services, administration, communications and Website. It should be read together
with the YHC Cookies & Website Tracking Policy and Communication Policy.

This Policy does not replace specific collection notices, information or consent that may be
required for a particular service, disclosure, technology or use of sensitive information.

2. What information we collect
The personalinformation YHC collects depends on the healthcare or administrative services
being provided. It may include:

* name, date of birth, gender, address and contact details;

e Medicare, Department of Veterans’ Affairs, healthcare identifier, concession or other
eligibility information;

* emergency contact, next-of-kin, carer, guardian or substitute decision-maker details
where relevant;

¢ health information, including medical history, symptoms, diagnoses, medicines, allergies,
family and social history, examination findings, test results, referrals, treatment, care
plans and clinical correspondence;

e information about appointments, recalls, communications, billing, payments and claims;

¢ information received from hospitals, specialists, allied health professionals, pharmacies,
pathology or diagnostic providers, My Health Record and other healthcare services;

e information required for legal, regulatory, accreditation, quality, safety, complaints or
insurance purposes; and



Privacy Policy

e limited technical or usage information associated with use of the YHC Website or
approved digital services.
Health information and other sensitive information receive additional protection under
privacy law.

3. How we collect information
Where practicable, YHC collects personal and health information directly from the patient or
from a person authorised to act for the patient.

Information may be collected during consultations, by telephone, in writing, through approved
electronic systems, online booking services, telehealth, secure messaging, forms, email,
SMS, correspondence or other appropriate communication methods.

YHC may also collect relevant information from other healthcare providers, hospitals,
pathology and diagnostic services, pharmacies, My Health Record, government agencies,
insurers, carers, family members or other persons where the patient has authorised this,
where it is reasonably expected as part of healthcare, or where collection is otherwise
permitted or required by law.

In an emergency, or where a patient is unable to provide information, YHC may collect
relevant information from another appropriate source where permitted by law and necessary
for care or safety.

4. Why we collect, use and disclose information

YHC primarily collects, uses and discloses personal and health information to provide and
manage healthcare. This may include:

* assessing, treating and managing a patient’s healthcare;
e communicating with the patient and other healthcare providers involved in care;
e arranging referrals, prescriptions, pathology, diagnostic imaging and other healthcare
services;
* managing appointments, reminders, recalls, results and clinical follow-up;
* maintaining an accurate clinical record;
¢ billing, Medicare and other claims, payments and debt management;
¢ practice administration, accreditation, quality improvement, clinical governance, safety
and risk management;
e responding to complaints, legal claims, subpoenas, court orders, regulatory requirements
and other lawful requests;
e complying with public health, mandatory reporting and other legal obligations; and
* operating, securing and improving YHC’s Website and approved technology systems.
YHC will only use or disclose information for the purpose for which it was collected, for a
related purpose that would reasonably be expected, with consent, or where another use or
disclosure is permitted or required by law.

5. Sharing information for healthcare
To support a patient’s healthcare, YHC may disclose relevant information to persons and
organisations such as treating doctors, nurses, specialists, hospitals, allied health
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professionals, pharmacies, pathology and diagnostic providers, residential or community
care services and other authorised healthcare providers.

Only information reasonably necessary for the relevant purpose should be disclosed. Where
available and appropriate, YHC uses approved secure methods for transferring sensitive
health information. Identity and recipient details may be verified before information is
released.

6. My Health Record and healthcare identifiers
YHC may access, use or upload information to My Health Record where authorised and
permitted by law and in accordance with applicable My Health Record requirements.

Healthcare identifiers may be collected, used and disclosed where permitted for healthcare
and related purposes.

Patients can obtain information about My Health Record privacy controls and access settings
from the Australian Government My Health Record service.

7. Al-assisted clinical documentation

Some YHC clinicians may use approved Al-enabled clinical documentation tools to assist
with preparing consultation notes. Depending on the tool, the consultation may be captured
and processed to create a transcript or draft clinical note. The treating clinician remains
responsible for reviewing and finalising the clinical record and for all clinical decisions.

Patients will be informed when an Al documentation tool is proposed and consent will be
sought before use in each consultation. Patients may decline or withdraw consent without
affecting their access to care.

Where another person participates in the consultation, their consent will also be obtained
where required before the conversation is captured.

Approved technology providers may process personal or health information on YHC’s behalf.
YHC takes reasonable steps to assess the privacy, security, retention and location of
processing associated with these services. Some processing may occur outside Australia
depending on the provider and configuration.

YHC does not approve the use of identifiable patient information for unrelated advertising or
marketing or to train general-purpose Al models. Patients may contact YHC for further
information about approved providers, processing locations or data-handling arrangements.

8. Other technology and service providers

YHC uses third-party service providers to support healthcare and practice operations. These
may include clinical software, secure messaging, online appointment booking, telehealth,
communications, IT support, data hosting, backups, document management, billing,
payment, transcription or documentation services and professional advisers.

Where personal information is provided to a service provider, YHC takes reasonable steps
appropriate to the circumstances to protect privacy and confidentiality and to limit use of the
information to authorised purposes.
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Online appointment booking may be provided through HotDoc or another approved provider.
Third-party platforms may also have their own privacy notices and terms.

9. Website, cookies and analytics
The YHC Website may collect limited technical and usage information through cookies,
analytics and other necessary Website technologies.

YHC uses Website analytics for general Website improvement and not for clinical care,
advertising or patient profiling. YHC takes particular care to minimise the collection or
disclosure of information where Website activity could reveal or relate to a person’s health.

Further information about Website cookies, analytics, third-party services and preference
controls is provided in the YHC Cookies & Website Tracking Policy.

10. Direct marketing and healthcare communications
YHC may send healthcare-related communications such as appointment reminders, recalls,
preventive-health messages and practice information where appropriate.

Direct marketing communications will only be sent where permitted by law and subject to
applicable consent and opt-out requirements. YHC will not use or disclose a patient’s health
information for direct marketing without the patient’s consent.

Patients may contact YHC about communication preferences. Clinically necessary recalls or
follow-up may still need to be communicated using another appropriate method.

11. Overseas disclosure and processing
Some technology or service providers used by YHC may store, access or process information
outside Australia.

Where YHC discloses personal information to an overseas recipient, YHC will take reasonable
steps as required by the Privacy Act to ensure the information is handled consistently with
applicable Australian privacy obligations, unless an exception applies.

Likely overseas locations may include the European Union and the United States for certain
technology-provider or subprocessor functions. The countries involved may change as
approved providers and subprocessors change. YHC will review and update its disclosures
where practicable and patients may contact YHC for current information about overseas
processing relevant to a particular service.

12. Data quality and clinical record accuracy

YHC takes reasonable steps to ensure that personal information it collects, uses and
discloses is accurate, up to date, complete and relevant for the purpose for which it is being
handled.

Patients may be asked to confirm contact, Medicare and other details. Patients are
encouraged to tell YHC when their personal information changes or if they believe information
held by YHC is inaccurate.
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Clinical records, including draft documentation generated with technological assistance, are
reviewed and managed in accordance with clinical and professional responsibilities.

13. Security of personal information
YHC takes reasonable steps to protect personal information from misuse, interference, loss
and unauthorised access, modification or disclosure.

Security measures may include physical security, individual user accounts, passwords and
multifactor authentication where available, access controls, secure clinical systems,
approved communication methods, backups, staff confidentiality obligations, cybersecurity
measures and appropriate controls over third-party service providers.

No electronic system or method of transmission can be guaranteed to be completely secure.
YHC reviews its privacy and security arrangements and responds to identified risks and
incidents.

14. Retention and disposal

YHC retains health records and other personal information for periods required or permitted
by applicable law, professional obligations and legitimate healthcare or business needs.
When personal information is no longer required and YHC is not legally required to retain it,
YHC takes reasonable steps to destroy it or de-identify it securely.

Retention periods for information held by third-party technology providers are considered as
part of YHC’s approval and review of those services and should be limited to what is
reasonably necessary for the approved purpose.

15. Data breaches

YHC maintains processes for responding to suspected or confirmed privacy and security
incidents.

Where a data breach is likely to result in serious harm and the requirements of the Notifiable
Data Breaches scheme are met, YHC will take the steps required under the Privacy Act, which
may include notifying affected individuals and the Office of the Australian Information
Commissioner (OAIC).

16. Access to personal and health information

Patients may request access to personal and health information held by YHC.

Patients may contact YHC using the details below to request access. YHC may ask for
information reasonably necessary to verify identity, clarify the request and respond
appropriately. YHC will respond within a reasonable period and will generally provide access
in the manner requested where reasonable and practicable.

Access may be refused or limited where permitted or required by law. If access is refused,
YHC will generally provide written reasons and information about available complaint
mechanisms, unless it would be unreasonable or unlawful to do so.
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YHC will not charge for making an access request. A reasonable charge may apply for
providing access where permitted by law, such as reasonable administrative or copying costs.
Patients will be advised before any charge is incurred.

17. Correction of information

Patients may ask YHC to correct personal information they believe is inaccurate, out of date,
incomplete, irrelevant or misleading.

YHC will take reasonable steps to correct information where appropriate. Where YHC does
not agree to make a requested correction, it will provide reasons where required and may take
reasonable steps to associate a statement with the record noting the patient’s view.

18. Privacy complaints

Patients who have a concern or complaint about privacy should contact YHC using the details
below. YHC will acknowledge and investigate privacy complaints and will seek to respond
within a reasonable period.

If a patient is not satisfied with YHC’s response, they may complain to the Office of the
Australian Information Commissioner (OAIC). Information about making a privacy complaint
is available from the OAIC.

Complaints about My Health Record privacy may also be raised through the mechanisms
applying to the My Health Record system.

19. Anonymity and pseudonyms

Where lawful and practicable, a person may choose to deal with YHC anonymously or by
using a pseudonym.

In many healthcare situations this will not be practicable because YHC needs to accurately
identify the patient to provide safe care, maintain a clinical record, make claims, prescribe,
arrange referrals or meet legal obligations.

20. Changes to this Policy

YHC may update this Policy when privacy law, professional guidance, healthcare services,
technology providers or YHC practices change.

The current version will be published on the YHC Website with the date of the latest update.
YHC will review this Policy and relevant privacy practices periodically and when material
changes occur.

21. Contact
For privacy enquiries, access or correction requests, complaints, or questions about the
handling of personal or health information:
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Privacy Contact / Office Manager

Your Health Clinics

Email: officemanager@adelaidemedsolutions.com.au
Address: 850 Port Road Woodville South SA 5011

Phone: (08) 8440 5200

Postal correspondence may be sent to the Office Manager at any YHC clinic address
published on the Website.
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